NSC Counter Piracy Workshop

Dedicated to Hardening Vessels,
Crew and Companies against
attacks by Pirates
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0830-0900
0900-0930
0930-0950
0950-1020
1020-1045
1045-1100
1100-1200
1200-1300
1300-1400
1400-1500
1500-1600

1600

Program

Registration

Operational Overview, NSC

Presentation by EU and CMF Representatives
Presentation by Mr. Roy Paul, ITF Seafarers Trust

Coffee Break

Introduction of work shop, setting the scene
Preparation for Transit

Preparations during voyage, reporting and procedures
Lunch

Approach, attack, Pirates on board; how to Act and What to Expect
Capture and Post-Release situation

Open discussion: Lessons learned, sharing of experience
Closing Remarks



50 % of the world’s
~containers pass through the
Indian Ocean
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Vessel Data

MV LIDPOT
CONTAINER
BULK
BUILT 03/2007
DWT | DEAFT 12,611.7 MTS DWT ON 8.70 M S5W DRAFT
LOA [ BEAM 140.55M [ 23.08 M
GRT /| NET 10,065 [ 4,714
TEU NOM / HOMOG 925/639 TEU
FREEFEE. PLUTGS 200

SPEED / M SPEED 14.5 KN /16 5 KN

=> Crew 21 persons:

= 9 officers (Indian master)
= 7 Indian
= 2 Singapore

= 13 sailors
= 4 Indian
= 3 Singaporean,
= 6 Filipino

=> Freeboard: 5 metres

« Company:
Stusan Haglon & Co.
Flag: India [Delhi]

* First passage across GoA
since Sep 2008

« Expected to cover the route
10 times a year from now
until she is replaced.





http://upload.wikimedia.org/wikipedia/en/2/27/Madras_Port_In_1996.jpg

Preparations for Transit
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Industry Best Management Practices

* Purpose to assist ships to avoid, deter or delay
piracy attacks off coast of Somalia, including
the Gulf of Aden and Arabian Sea area

e BMP recommendations will make significant
difference in preventing a ship becoming a
victim of piracy

* BMP4 is 4t" version, sighed and endorsed by
main shipping organisations



BMP’s also supported by
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The three R’ s

* Resistance-may be thought of as a form of
psychological/behaviour immunity to the impact
of distress

* Resilience- the ability of an individual, a group,
an organisation or a population to cope with and
to rapidly and effectively rebound from a
traumatic incident

* Recovery- the ability to recover and adaptively
function in the post traumatic situation

Dr George Everly - International Critical Incident Stress Foundation, 2009
MPHRP

-



Some Implications...

® Who is in command? Master, team leader or
security company? (SOLAS, Article 34)

® Risk of escalation

e Different views on the use of lethal force by flag
state, coastal state, port state

e \Who will condone or condemn such actions?
(States, public opinion etc.)

e Justification of the use of lethal force: was it
really necessary?

e Risk for cargo and crew

® Recommendations in BMP4 (supported by main
actors within the Shipping Community)

12



SIMPLICITY

The simplest solutions are often the cleverest
They are also usually wrong




NSC Counter Piracy Workshop

Dedicated to Hardening Vessels,
Crew and Companies against
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Approaching the High Risk Area
=> Procedures and reporting
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The Reporting Scheme

* MSCHOA

— Register for group transits
http://www.mschoa.org/

 UKMTO Dubal

— Movements through the region

— First POC If piracy attacks occur during
voyage: E-mail: ukmto@eim.ae

17


http://www.mschoa.org/
mailto:ukmto@eim.ae

Format A(lpha)

Ship Name
Flag

IMO Number
Inmarsat Telephone Number

Time (UTC) and Position Format Alpha to be

Course

Passage Speed fO r'wa rd Ed tO U KMTO
Freeboard

. Cargo

10. Destination and Estimated Time of Arrival

11. Last Port, Departure Date and Time (UTC)

12. Additional Ports, ETA and ETD Dates and Times (UTC)

13. Start Suez Canal Transit, Date and Time UTC (if applicable)

O ooNOUAEWNE

If transiting Gulf of Aden/Somali Basin:
Best Management Practices (BMP) : Self-Protection Measures

NOTE: The following questions are for survey purpose only. The statistics are compiled to evaluate awareness of
BMP3 in the shipping community within the reporting schemes of NATO, MSCHOA, UKMTO and MARLO.

The information will be treated as confidential.

14. Are you aware of BMP3?

15. Have you registered with MSCHOA?

16. Do you enhance vigilance during transit, such as additionnal lookouts?

17. Is there a functional Closed Circuit Television (CCTV)installed onboard?

18. Has the ship a distinct Piracy Alarm? Is the crew familiar with the response to it?

19. Are access routes to accommodation and machinery spaces controlled?

20. Is protection provided to the bridge, accommodation section and poop deck against small arms?
21. Is there a citadel installed?

22. Are physical barriers (barbed wire, water spray monitors, etc) installed? 18



Independent Deplorers’ Convoys

— Indian convoy

— Russian convoy

— Japanese convoy

— Chinese convoy

— South Korean convoy
— Malaysian convoy

Consult MSCHOA webpage for further info

19
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NATQO’s point of contact

info@shipping nato.int

Tuesday 11 October

NATO Shipoing Cantre > Operations > OCEAN SHIELD > PAG Map

Alert map including known piracy attack groups

+ NATO Shipping Centre Alerts ?

Operation Ocean Shield

. e T s U S : bovis

b

ContactUs
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Coordination of interaction between naval forces
and the merchant community (MC)

° SC
— NATO'’s primary point of contact with the MC
— Coordination with other military actors on initiatives and actions in relation with the MC

— G@Guidance and advice to the MC
 MSCHOA

— Manages the group transit system

— All ship owners and operators requested to register ships going through the Gulf of Aden
(IRTC) on the MSCHOA website (or by e-mail) to MSCHOA

— Includes ships that would, or may, not make use of the group transits
— Provide guidance and advice to the MC

e UKMTO Dubai

— Manages the merchant shipping picture in the region based on voluntary reporting
scheme

— First point of contact for imminent piracy attacks
— Guidance and advice to the MC

* MARLO

— Exchange of information between MC and CMF within the region
— Guidance and advice to the MC

21
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Approach, attack,
pirates on board
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What do we see

Florescent Lighting

Generator




Somali-type

Fibre-glass ‘ e )
Length 6-8 m '

ey

*Absence of fishing gear

*Location

*Presence of possible ‘mothership’
* Travelling in pairs

*Dusk & dawn

Yemeni-type
Length 12-14 m
Wooden construction

B Sleek with pointed bow










TO BE USED IN CONJUNCTION WITH NAVIGATIONAL CHARTS
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RECOMMEMNDED ACTIONS IN EVENT OF

IDENTIFIED SUSPECT VESSEL IN VICINITY

e Algrt UKMTOQ Dubai te the fact than an attack is
likely to take place

# Consider whether @ Pan-Pan message
broadcast

should be

ATTACK IMMINENT

s Activate Ship Security Alert System (SSAS)

* Maintain maximum sustainable speed

* Consider evasive manoeuvres (short cycle zig-zags)
while maintaning maximum speed

* Manoeuvre to remove any lee from either side of the
vessel (sea state dependent)

e Activate fire pumps to use fire hoses and/or
monitors to cover areas of the vessel vulnerable to
boarding

® Employ any other (non-lethall defensive measures

#|If AIS has been switched off, ensure it is switched
on and aperating on highest power setting

* Sound crew piracy alert and muster persons at their
designated piracy attack muster point {"Citadel™)

* Conduct a roll call to ensure that all crew members
are accounted for

® Secure citadel

ATTACK IN PROGRESS

= Continue evasive manoeuvres

* Mayday call on VHF Channel 16 (or Channel O8)
® Report immediately to UKMTO Dubai

* |ssue DSC or Inmarsat distress message

* Activate all available defensive measures

PIRATES ONEOARD

* Try to remain calm

* Stay together as far as it is practicable to do so

s Any crew member not on bridge or within citadel to
remain in constant communication with bridge or
citadel

* Offer no resistance

= Cooperate with pirates

e Leave any CCTV equipment running

If Ship Security Plan involves the evacuation of all

persons to the Citadel, ensure that the main engine is

stupped, the vessel has adeyuale sea rowm Lo drilt

and the citadel space is properly secured

* DO NOT - Use firearms, even if available

¢ DO MOT-Make any sudden movements around
pirates

*# D0 NOT - Use flash photography

o DO NOT-Use flares or other
Weapons

pyrotechnics as

VESSEL HIJACKED

* Continue to remain calm and cooperate with pirates

® Where pnssihle ensure persons keep 1n|JF!1hF!r in one
location

= Ayoid any physical contact with pirates

* |f possible maintain a log of events

IF MILITARY FORCES INTERVENE
¢ [{gep low to the deck
* Cover head with both hands, with hands visible and
ermply

iont 8

GULF OF ADEN

s S 20

SOMALIA

UKMTO STANDARD MESSAGE FORMAT

1MO Number
INMARSAT

lelephane Number

Time & Position
Course
Passage Speed
Freehoard
Cargo

et

8

Destination and
Estimated Time of
Arrival

Hame snd confact
details of Company
Security Officer

17 | Nationallty of Master
and Crew

NOTES:

REPORTING REQUIREMENTS

NAVIGATION IN, OR NEAR, PIRACY HIGH RISK
AREAS

ncresse securlly, peovide a
+maknain the freeiom of
il Ocea, s bitn e, Gl of ke

el operaling in Uese aress are strongly
liaise, as retailed belorw, with the

¥ vessal, owner, cperator or manager

o report may delay any miliry sssistance
nincident s milizary assets will not be
oy 1 v st ol sy ot e

8 fiee to particioate in and wsssals of any
hip are imited ta participate,

15 treated in srict comemercial eonlidenes
within milicsry srclas.

the UKMTO weluntary raperting area
et in the north, 1o 10° and 78°E), 0
| port within the area:

£ FORMAT® on this chart and BMP3
far report datails;

Wesisal Mavianant with MSC-HOA fon i
rmachaa.org, by email te
Ter@mschoa.or, or by fex
39585201, 56w wwwmschos.org for
atails;

e 1 initial reports sbows, vessals

s
w0

on
ganm, the datr i af vt and te
uld e reporad;

18 10 transit the Gulf of Aden, vessels ara
1) to 94 the ETa ot the AT criry point
¥ o PRt B} the dily riperts to
and MSCHOA,

118 3lso ncoursged 10 incrasss the
2 of such roparts to § hourly intervals
hesurs of entoring or rivigating within the:
ianally Recommended Trantit Corrgor

1eking reports all times shauld be in

iy ba made by eithes the vessed or by
erfaperator.

n where vessal
srcurity miy br thesatened requiees careful
consideration snd detalled planring 10 best ensure
the safety of the wessel and crew. The following
outlines some of the key aspects imvoived in such
elanning:

() Gather up-to-date information regarding the
<current securty siuaton (n the region
[nawigation warmings, piracy alerts, MSCHOA
wabsite otz.);

(5} Identify exrient piacy high risk oreas and
assess whether it is possible r practicable ta

void these areas,

Consider expected weather conditions,

bearing in mind that the small craft usitally

used hy the pirates may

inzea conditions abiove Besufert Force &

(wave helghts >2m);

(@) Consider main and aualary machinery
capability. availability and reliability:

fel

(6] Planon transiting the high risk ama at full sen

speed or In accortance with Group Transit or
Nananal Convoy seed requirements;

1f Plan on transiting areas of highest risk in the
hours of darkness or as dictated by Group
Transit or Natinal Convay requirements;

[g)  Conduct o risk assessment;

(1) Based on che ik asesament and sh
Sacurity Plan {S5P). prep
measures in accordance

(I wnaccaedanee with the 1
5P draw up a cantingeney plan far the

passage through the high risk area and ansure

this Is briefed and sxercised by sl concained,
an baard and ashors;
() Define Automatie identification System (AIS)

[} h a "Safe Muster Paint” to protect
crew in the case of a pirate attak;

If & “Citadel” is provided snd prapery
equipped chnck that all cquipment I5 in plare

0

and ensure that ship ta shere cemmunicatians

Setems are working correcty;

{REFER TO BMP3 SECT,9.13 FOR DEFINITIONS OF

“SAFE MUSTER POINT® AND “CITADEL. TAKE NOTE

OF “CITADEL GUIDANCE” ON THIS CHART AND
wewnemschoa.orgl

3

©n entry into the high risk area adopt ISPS

Serurity |evel # 255 minimim Including

securing and cantral of access to all mternal

spaces and restrictad reas,

(n}  Increase all-round |ookouts and ensure
enhanced radar watches;

(a}  Minimise uigaing rebernal emmunicotions
5 exsarial Eafety snd security related
messages;

(s} Set AIS in accordance with defined policy;

(@l 11ava contact numbers displayed at il
cammunicatinns statins and progarnd
emergency messages reaty far sending.

[r} Have alf self protecion messures ready for

immediate use.

b dfculE tn aperate

RECOMMENDED ACTIONS IN EVENT OF
SUSPECTED, DR ACTUAL, PIRACY ATTACK

a}  IDENTIFIED SUSPECT VESSELIN VICINITY

+ Aort UNTO Dubini tey todepionn) to the fact
that an attack might e abowt Lo take place:

*  Conserwhether s PANPAN® message
should be broadcast (v and Inmarsat C)

) ATTACK IMMINENT GRt IN PROGRESS

- Actuate 5545

* Transmit "MAYDAY" cal by all avsilable means
[VHE €16, VHHF 4 MEJHF DSC, <k

piracy precautions},

« Sound crew piraey alert slerm aod muster all
persons at a planned "Safe Muster Foint” If
they ara not required for mancewsring and

evasive ma Geuvres (shart cycle o 2ag

andjor course alterations to rer
sither st of vl et J;

= Activate pumes to supply water to fire hoses /
monitoes directed ut points vinerzble to

move lee “fom

board ng 3 to Tlood deck areas 10 crRate
“waterfall” effoct overside;

= Ackiuate al ethes planed “non lethar”
dafensive massures

) PIRATES ON BOARD

« Ty remain cam;

+ Inform LKMATO Rubal by trlephone befare
Eirates gain sceess 3 the beid

. snvmnelhera; farss 1t s pzcrcable to do

+ ifbossbie lssvs any CCTY reconding
UIPTIONT AR BiRg:

« Ifpossible actvate “save” function an VUK
and leave VDR esuipment running;

= Co-operate with the pifstes;

+  DONOT offer resistance:

* DO s it i e Favallabie

* DONOImake ry sden mements
around the pira

+ DONOT use fath pherography:

+ DONOT wse flares or other pyratechnics;

< IFtho SSF inabns the eeariation of all

Fersans to 3 *Citadel” then ensure that the
i eding i topaed, the vessel has
sufficlent sea room 1 drify, all persons are

) VESSELHUACKED
+  Continue 1o remain caim snd co-sparate wirh

the pirate;

* puesble craure | pesonchess togther o
one Incath

oot hvscl comactwah the iraces:

= Ifpossibl maintain a kog of avents

& IF MILITARY FORDES INTERVENE

= Continue to ramain calm;

= DONOT use flash photography;

4 Ifoostibk keso s |crew mway from the
piatos;

+ i pmssible ol erew should sty together, kmep
low ta the dack, cover heads wrh hands 2nd
ensure hands are learly sible.

TO BE USED IN CONJUNCTION WITH NAVIGATIONAL CHARTS Q6099
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Navy Aid




Safe Muster Point

Definition:

A Safe Muster Point is a designated area chosen to
provide maximum physical protection to the crew,
preferably low down within the vessel

" |n the event of a suspicious approach, members of the
crew not required on the Bridge or the Engine Room
Control Room will muster

= A Safe Muster Point is a short-term safe haven, which
will provide ballistic protection should the pirates

commence firing with small arms weaponry or RPGs
(BMP4, page 37)
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M/V Citadel as Safe Haven

Recent incidents highlight use of citadels

Can prevent pirate access to crew; boarding teams can be.sure
that any persons encountered are hostile

Employed successfully Citadel incidents

2040 |
. | 2011

« | = MV CPO CHINA 03Jan 11  Arabian Sea
» | « MV SMERALDO 14 Jan 11  Arabian Sea
» | « MV BUNGA LAUREL 20Jan 11  Arabian Sea
" | « MV GUANABARA 05 Mar 11  Somali Basin
" | « MV LIQUID CRYSTAL 21 Mar 11  Arabian Sea
" |« MVARRILAH I 01 Apr 11  Arabian Sea
" | « MV HANJIN TIANJIN 21 Apr 11 Somali Basin
" |« MV FULLCITY 05 May 11  Arabian Sea
" |« MVATLAS 31May 11  Arabian Sea
. | = MV CARAVOS HORIZON 11Aug1l S.Red Sea
« | = MT UNITED EMBLEM 10Sep 11 S.Red Sea
« | = MV PACIFIC EXPRESS 20 Sep 11  Somali Basin
« | « MV MONTE CRISTO 100ct 11  Somali Basin

Employed unsuccessfully 2010 — to present:
« MV EMS RIVER 28 Dec 10 no comms w/ citag
« MV LEOPARD 12 Jan 11 Arabian Sea no comms w/ citad
« MV BELUGA NOMINATION 22Jan1l1 SomaliBasin no LR comms/ongoing
« MV SUSAN K 08 Apr 11 Arabian Sea no LR comms w/ citadel
« MV ROSALIA D’AMATO 21 Apr 11 Arabian Sea no LR comms w/ citadel



Citadel Situation
MV Guanabara




If Boarded by Pirates (no citadel)

* Remain calm
 Master with designated crew on bridge
* Remaining crew to safe muster point

e Offer no resistance once they reach the bridge
— Hands up
— Do not attempt to escape

* Cooperate
* Be patient
* Leave any CCTV running

35



Programme development

Needs of seafarers (under construction)

- Resistance Resilience Recovery

Compliance with pre-
Training

Dealing with the

aftermath of Attack
Awareness of response

and reaction
Leadership

Maintaining Normality

MPH{P\
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Pirate Engagement

* Photo from Roy



Negotiation and Post Release
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On Board the Ship

40



Keeping Families in the Picture

First to know

Crisis phone number
Up-to-date information
Use of website

Social media

Post release situation
Family reunion
Follow-up

41



Programme development

Needs of Seafarers Families (under construction)

Before the Incident The Incident After the Incident
Resistance Resilience Recovery
Knowledge Information Understanding
e What will happen in o Awareness of the
the event of an . possibility of changes
incident? HENSE) PSS In the attitude seafarer
Support and the impact of such

e Assurance of changes on the family

Appropriate

Support e Explanation to

children

e Network of
professional help

MPHZD\
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Others to Handle

Owners

Flag state
Governments
Cargo interests
Hull interests
Business partners
Military

Lawyers

Other

43



Process of Negotiation

»step by step” — Negotiations

Initial demands of the pirates

agreement







The Post Release Situation

Taking care of crew

— Medical check-up

— Post incident care (crew and family)
— Return home

Taking care of vessel

— Logistical

— Technical

— New crew

Post incident debriefs — when
Collection of evidence

Back to business?
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Naval Forces Perspective

“Company crisis management procedures should include
actions to be taken prior to vessel and crew release in the
unfortunate event of a vessel being pirated. The
preparation of a released vessel, including the provision
of fuel and other necessary supplies to enable the ship to
go to its intended next port, is not a task for military
vessels. Consideration should be given to these issues in
the event of any vessels being pirated. This will obviously
not preclude warships from providing assistance to any
vessel in distress or in need of aid as mandated by the
SOLAS convention, or humanitarian support if positioned
to do so.”

(NSC Website)
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COMPROMISE |

Ler’s AGREE TO ResPECT EACH OTHER'S ViEWS, ‘
NO MATTER HOW WRONG YOURS MIGHT BE.




NSC Counter Piracy Workshop

Dedicated to Hardening Vessels,
Crew and Companies against
attacks by Pirates

@
2
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